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BACKGROUND

This Review Recommendation arises out of three separate but similar breaches of

privacy involving medical health information.

The first breach occurred in early May and involved the Monica Loomis Health Centre

(MLHC) in Norman Wells.  What appears to have happened in this case is that a record 

containing 48 pages of medical records was faxed from MLHC, intended for a health

centre in another northern community having the same area code.  Unfortunately, the

numbers in the prefix were transposed by the sender and instead of reaching the

intended recipient, the fax was received by CBC North in Yellowknife.  

In the second incident, which occurred on June 18th, Yellowknife Health and Social

Services (YKHSS) reported to me that there had been a similar breach from the Great

Slave Medical Clinic (GSMC).  A telephone message had been left on their answering

machine after 5:00 pm on a Friday afternoon by a reporter from CBC North indicating

that CBC had received “not medical records but confidential medical information” from

the GSMC.   Upon doing an investigation into the matter, YHSS determined that a fax

had been sent from the GSMC to the Frame Lake Community Health Center (FLCHC). 

The fax dealt with matters relating to a prescription for a patient.  It is noteworthy that

the day of this event was the day on which GSMC was closing it’s doors permanently

and all of its physicians were moving either to the FLCHC or to the new Yellowknife

Primary Care Centre.   The physician who was the intended recipient of the fax was

moving from GSMC to the FLCHC.  The only significance of this fact is that it created

extra turmoil and some disorganization within the office on that particular day.  It
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appears that what happened in this case was that the wrong prefix was used (669

instead of 873) and, as luck would have it, the last four numbers were the same as one

of the fax numbers for CBC North.  Once again, the fax ended up on the desk of a CBC

reporter.

The third incident occurred on June 23  and involved the Fort Smith Health and Socialrd

Services Authority.  In this case a patient requested that certain medical information be

provided to a specified individual for employment purposes.    The patient provided the

fax number to which the information should be sent.    Once again, rather than reaching

the intended recipient, the faxed document was sent in error to a fax machine operated

by CBC North.    It appears that one of numbers in the last four digits was mis-dialed.

In each of these three cases, the health centres involved contacted my office to report

the breach.  Each of them also contacted the individuals affected by the breach to

explain the situation and take steps, as best as possible, to mitigate the damages.   In

each case, as well, the public bodies asked CBC North to physically return the papers

faxed to them in error.  In each case, although CBC indicated that they would keep the

papers locked up in their safe or in the desk of the reporter, they have refused to return

the documents or to confirm that they have been destroyed. 

DISCUSSION

Let me start by saying that no breach of privacy is acceptable, particularly where

medical health information is concerned.  This is the most sensitive of information and,

in the wrong hands, could be devastating for the individual whose privacy has been

breached.  Furthermore, it is disconcerting that a similar breach occurred three times in

the space of two months.  What makes it perhaps more concerning is the fact that CBC

received three misdirected faxes but the error in each case was different.  It seems that

CBC has many fax numbers and that they are all similar to those held by various health

centers.    One has to wonder how many other people/businesses have fax numbers

similar to those in the health centers and how many times fax transmissions of medical
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information actually go astray each day.  Is this just the tip of the iceberg?    One has to

assume that the problem is bigger than these three misdirected faxes.   We simply do

not hear about the others because they are received by individuals whose interest in

exposing the mistakes is not part of their job description.  

To the credit of each of the Health Authorities involved, they have each taken the

matter very seriously and, in fact, the Department itself became involved at the Deputy

Minister level to deal with the issues.   For a period of approximately one week, all

faxing of medical information was banned and the Department did a full review of its

processes, encouraging all of the health authorities to institute their new suggested

protocols.   Steps have been taken to address some of the loopholes which allowed

mistakes to happen more often than they should.  These steps should go a long way

toward preventing similar errors in the future.   They include:

a) ensuring that all faxes from any health authority use an approved cover

page with a disclaimer on the bottom making unintended recipients aware

fo their obligation to contact the sender in the event of a misdirection;

b) ensure that numbers are verified against the intended recipient’s number

prior to sending 

c) ensuring that for every fax sent, an activity report is generated and that

the sender initials that the transmission was successful and that it was

sent to the correct fax number

d) continued ongoing education for all staff 

e) exploration of alternatives to faxing (for example, encryption, Electronic

Medical Records, iEHR and other, more secure means of communication)
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Yellowknife Health and Social Services Authority has also taken steps to change their

fax number to one that is less similar to that held by CBC North.  In so doing, they have

acknowledged and recognized that this is not a solution to the real problem,  but they

hope that the change may help to avoid misdirection because the numbers are not so

close to another, known, fax number.   

The fact is that as long as humans are involved in these kinds of communications,

every time a fax is sent, there is a risk that a mistake will be made.   There is nothing

that can be done to guarantee that these kinds of errors never happen.  Because much

of the north is so isolated and many communities do not have access to specialists or

even, in many cases, general physicians, it will continue to be necessary to share

medical records by fax until such time as all communities in the Northwest Territories

are connected electronically by means of a secure internet based Electronic Medical

Record.   There are, however, steps that can be taken to reduce the likelihood of further

breaches.   I am satisfied that each of the Health Authorities involved in these breaches

have learned from this situation and that each of them has taken real steps to improve

the security of the system - steps which will help to reduce the number of mistakes

made.   Process and procedure, however, has to be backed up with education of

everyone who works in the medical field who has reason to fax medical information. 

This will require ongoing reminders and periodic audits to ensure that protocols are

effective and are being followed. 

I am satisfied that each of the Health Authorities involved reacted quickly and

appropriately when they learned of the breaches.  I would strongly recommend that they

share their experiences with all Health Authorities and medical personnel in the

Northwest Territories and that they continue to improve their audit systems and their

messaging to employees when it comes to the sharing of medical information in any

form.   Further, I would recommend that the Department of Health and Social Services

take the lead and develop written protocols and procedures in connection with the
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exchange of medical information outside the narrow confines of the medical care

centers and that these protocols and procedures be made mandatory in all health care

facilities.  

I am less satisfied with how CBC North has dealt with the records they received in error. 

It is, of course, entirely within their mandate and appropriate for them to report on the

errors made by the health authorities and, in fact, I am very happy that they brought this

issue to the attention of the public.   However, I have much less admiration for the way

in which they have continued to victimize the individuals whose information has been

inadvertently and wrongfully disclosed.    

In the case of the first breach, CBC Radio reported the case in their news broadcasts

for several days.  Although the name of the individual whose information was

inadvertently disclosed was not used in the radio reports, they did identify the

community from which the information originated and the community where the

information was intended to be sent, indicating that the individual had moved from one

community to the other.   Because communities in the north are small, that information

alone would have been sufficient to identify the individual whose medical records were

improperly sent.   CBC Television then showed readable copies of some of those same

records on it’s televised news broadcast.  Although no names were visible on the

documents shown, the radio reports had effectively identified the individual.  His

medical health records were, consequently, widely broadcast to an audience who could

identify him.  

Notwithstanding journalistic privilege, this was in my opinion unnecessary and

exacerbated the situation.  The CBC is, in my opinion, more culpable in this than the

Health Centers as its actions were intended and deliberate while the errors made by the

Health Centers were unintended mistakes.   That would be bad enough.  But CBC has

also absolutely refused to return the records they received in error or even to confirm

that they have been or will be destroyed.   The most that they will commit to is to put the

records in a sealed envelope and to put them in their safe (in one case, the
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commitment was to put them in an envelope in a locked desk).  They will not say how 

long they intend to keep the records or what will be done with them when they no longer

feel they need to keep them.   There is, in my opinion, no reason for the CBC to

maintain these records.  They are no longer newsworthy.  The story is complete and

everyone has moved on.   There is no reason for them to continue to hold these

records hostage.   

Unfortunately, CBC is not subject to my jurisdiction.  They are, however, subject to both

the Privacy Act of Canada and the Personal Information Protection and Electronic

Documents Act.   They are answerable to the Federal Privacy Commissioner for their

actions.  

In these circumstances, the second recommendation I would make is that the Minister

of Health and Social Services, on behalf of the individuals whose information has been

breached, take steps to ensure that the records sent to CBC in error are either

recovered or have been destroyed.   If CBC continues to be uncooperative in this

regard, I would recommend that the Minister file a complaint with the Federal Privacy

Commissioner’s Office to address the issue.

Elaine Keenan Bengts
Northwest Territories Information and Privacy Commissioner


