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BACKGROUND

In August of 2009, I received a complaint from an individual (the “Complainant) asking

my office to investigate an allegation that the Department of Municipal and Community

Affairs (MACA) had improperly disclosed personal information about him through a

widely disseminated e-mail.   The e-mail in question was sent to more than 30

individuals and makes reference to the Complainant’s employment status.  It is to be

noted that the Complainant was not an employee of the public body or of the

Government of the Northwest Territories but was employed by a community

government.

I asked the public body to respond to the allegations made by the Complainant.  At my

request, they also provided me with a copy of the offending e-mail, which they indicated

was authored by an individual identified as a senior manager in one of the department’s

regional offices.   The Department’s response was then provided to the Complainant for

his further comments, which were eventually provided after several requests for an

extension.

THE DEPARTMENT’S POSITION

The public body does not deny that an e-mail which made reference to the

Complainant’s employment status was widely disseminated through an e-mail.   It is not

clear to me how widely it was sent.   The copy that I was provided with has more than

30 recipients listed.  There is an indication in the public body’s response, however, that

there may have been similar e-mails sent to other recipients.  Their letter to me refers to



“this particular copy” being addressed to a number of addressees, of whom “most” were

employees of the public body.  They have not identified for me who the other recipients

were in this particular rendition of the e-mail.  They say that the e-mail was sent in

furtherance of “informal MACA routine” to ensure that the most up-to-date community

contact information is available to MACA, to regional GNWT staff and to the general

public.   They point me to the department’s web site which includes a listing of all

communities in the Northwest Territories and lists certain business contact information

for individuals working in community government.  They consider this to be a

requirement of their mandate and a public service.  

They also point to excerpts from MACA’s Employee Information Manual which includes

a direction to maintain the Community Data Listing on the Department’s web site and a

request that all staff “advise Corporate Affairs (Communications/Policy Advisor, the

Manager of Policy and Planning or the Director of Corporate Affairs) of any changes

required to the Listing.  

THE COMPLAINANT’S POSITION

The Complainant makes it clear that he is not satisfied with the explanation from the

public body.   He notes, for example, that I was provided only with a copy of one e-mail,

sent to more than 30 e-mail addresses and points out that each of those 30+ people

would then have the ability to forward it to any number of other recipients.  Though the

public body was asked to do so during the course of the review process, they were

unable to confirm whether the e-mail had been forwarded on to any others by the

original recipients. 

It is clear from the Complainant’s correspondence that he feels violated by the way in

which information about him was shared.  He questions the use of “informal policies” to

govern the way that government does business, pointing out that such “informal

policies” means there are no boundaries for acceptable behavior and uses, as an

example, what he called the “informal policy” within a police department in



Saskatchewan which saw Aboriginal People given “free taxi services at the expense of

her Majesty the Queen to the outskirts of town at 40 below” and left to fend for

themselves with inadequate clothing.  He feels that there was malice in the

communication, and that the author’s intention was to discredit him.  He is concerned

that the communication has, in fact, damaged his reputation and his career prospects

for the future.

DISCUSSION

The Access to Information and Protection of Privacy Act sets out how public bodies can

collect, use and disclose personal information.   Personal information is defined as 

information about an identifiable individual, and includes, among other things, the

individual’s name, home or business address or home or business telephone number, 

and  information about the individual’s educational, financial, criminal or employment

history.

Section 43 of the Act provides that public bodies may use personal information only for

the purpose for which the information was collected or compiled, or for a use consistent

with that purpose, or otherwise with the consent of the individual or in certain other

narrowly defined circumstances outlined in the Act.

Section 48 outlines when a public body may disclose personal information.  Included in

the list of when personal information can be disclosed are the following:

! for the purpose for which the information was collected or compiled or for

a use consistent with that purpose, or otherwise with the consent of the

individual;

! to an officer or employee of the public body or to a member of the

Executive Council, where the information is necessary for the

performance of the duties of the officer or employee or the member of the



Executive Council;

! for any purpose when, in the opinion of the head of the public body, the

public interest in disclosure clearly outweighs any invasion of privacy that

could result from the disclosure, or the disclosure would clearly benefit the

individual to whom the information relates;

! where the information is otherwise available to the public;

! for any purpose in accordance with any Act that authorizes or requires the

disclosure.

For the Complainant’s concerns to be well founded, there must have been a use or

disclosure of his personal information, and that use or disclosure must have been

undertaken without the necessary authority under the Act.

Addressing the first question, I would begin by saying that I am satisfied that the

information contained in the e-mail about the Complainant did constitute his personal

information as defined in the Act as it referred to his employment status and/or his

employment history.   I would also say at the outset that, notwithstanding the

Complainant’s feeling that the contents of the e-mail were intended to damage his

career and reputation, as an outsider reading the e-mail, I see nothing in it that casts

any aspersions on the Complainant or that might be read by an individual outside of the

circle as being in any way derogatory about the Complainant or his abilities.  It may be

that those within the circle of recipients might read more into it, but no one from the

outside possibly could.   This does not change the fact that the Complainant’s personal

information was used (in that it was provided to others within the public body) and

disclosed (in that it was sent to people outside of the public body).

Was the use/disclosure of this information contrary to the act?  The public body, frankly,

has provided me with no assistance in addressing this question.   Clearly they did not

have the Complainant’s consent to the use or disclosure made of the information.  They



did not otherwise point me to any relevant section of the Act which would justify the use

they made of the Complainant’s personal information.  The public body’s explanation

simply states that they have an internal policy of maintaining updated contact

information for the communities on their web site.   The web site, however, is not the

focus of this complaint.  The complaint lies in the contents of the e-mail, which contains

information that is not normally included in the public database and which does not

appear on MACA’s web site.   As an aside on this issue, however, I would suggest that

MACA should be ensuring that they have the consent of the individuals whose names

and business contact information they are posting on their web site before those

postings are done.

The public body did not provide me with any real explanation about why the e-mail

about the Complainant was sent to so many individuals.  It seems to me that, based on

the MACA Handbook, this kind of information really only needed to be sent to one of

three people, who would then, theoretically, be responsible for posting the relevant

information on the web site (notwithstanding that in this case, the information which is

of concern to the Complainant is not the kind of information which the public body posts

in its community database in any event).  No explanation was provided as to why the e-

mail was sent to more than 30 people.   Furthermore, I am concerned that the public

body could not confirm that none of the individuals who received the communication

had forwarded it to anyone else.  This kind of information should be relatively easy to

recover, if properly managed within the records management system.  

E-mail is a very useful tool to communicate with quickly and easily.   Unfortunately, as I

have said many times over the years in any number of contexts, it is sometimes far too

easy and not enough thought goes into what is said via e-mail, who is included in the

recipient list of an e-mail, or how that e-mail should be handled once received.  

Notwithstanding the opinion of the Complainant to the contrary, the contents of this

particular e-mail were quite innocuous and, in my opinion would not reflect negatively

on the Complainant.  I think, however, that this is a result of good luck rather than good

management.   Furthermore, the Act does not allow the use or disclosure of personal

information if it does no harm to the individual.   The Act simply states that it is improper



to use or disclose personal information except within the parameters of the Act.   In this

case the public body has not satisfied me that the use and/or disclosure of the

Complainant’s personal information was justified under the Act.  His complaint is,

therefore, well founded. 

RECOMMENDATIONS;

Based on the above discussion, I would make the following recommendations:

a) an apology should be provided to the Complainant for the inappropriate

use/disclosure of his personal information.   If the Complainant so requests, each

of the individuals who received the original e-mail should be advised that the

inclusion of the Complainant’s personal information in the original e-mail was

contrary to the Access to Information and Protection of Privacy Act and should

not have been provided.  Furthermore, and again only if the Complainant so

requests, the original recipients should be asked to confirm whether or not they

forwarded the original e-mail to any other person and, if so, provide the

Complainant with a list of the people who received it.

b) the public body should review and clarify it’s “informal policy” with respect to how

the community database information is handled.  Notices of changes in

personnel or contact information should be sent to one person, whose

responsibility it would then be to post that information on the web site, after

obtaining the necessary consent from the individual whose information is being

posted.   This need not be an overly formalized process, but a phone call to the

individual to confirm the information received and to advise them that their name

and contact information will be included on the web site would be in order.  

Included in the policy should be a directive that employees who receive

information about changes in community government should be sending notice

of those changes only to that individual responsible for maintaining the

community database.



c) all employees should be reminded often and consistently about the appropriate

use of e-mail for correspondence and that care should be taken when including

third party personal information in such correspondence so as to ensure that

they are not falling afoul of the Act.   The use of the “reply all” button should be

discouraged and, when personal information is included in an e-mail, employees

should be reminded to send e-mails only to those within the organization who

absolutely need the information to complete their job function.  These messages

must be repeated and enforced and be built into the way the public body does its

work.

Elaine Keenan Bengts
Northwest Territories Information and Privacy Commissioner 


