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BACKGROUND

On November 23 , 2009, I received a complaint from an individual (to be referred tord

herein as A.B.) asking my office to investigate an allegation that his personal medical

information had been improperly used and/or disclosed.   A.B. is an employee of the

Stanton Regional Health Authority.   He had also been a patient at a medical clinic run

by the same health authority, but in a different location than his employment.  At some

point A.B. became aware that his clinical records were in the possession of his

supervisor.  He says he never provided his authorization or consent to have his records

from the clinic shared with his supervisor or any other person.  It is common ground that

if the supervisor in fact had A.B.’s clinical file, it was not for the purpose of providing

A.B. with health services and that A.B. never sought medical services from the division

of the Health Authority in which he was employed such that his supervisor might have

had a legitimate need to review those records.

I asked the public body to provide me with their explanation and, in response, I received

a 34 page written report which had been in progress at the time the complaint had been

received by my office in response to a similar complaint made directly to the Health

Authority by the Complainant.  That report was shared with the Complainant who was

invited to provide his further comments.  None were received.

THE DEPARTMENT’S REPORT

The allegations made by A.B. were really twofold - firstly that his supervisor was

improperly in possession of his personal health records and secondly that the employer

did not take appropriate action when this came to their attention.



So as to protect any further breach of the Complainant’s privacy, I will not go into the

details of the findings of the investigation done.   It does appear clear, however, that the

Complainant’s personal health records went missing from the clinic at which he was

being treated and that an envelope with the Complainant’s name on it, containing a

significant number of pages, was recovered from the supervisor’s office.   This fact is

not disputed.  It is my conclusion, based on the circumstantial evidence uncovered, that

the envelope contained the missing personal health records of the Complainant.  After

the envelope was recovered from the supervisor’s office, it is unclear exactly what

happened to it or how it ended up back in the clinic, but it was, eventually, located back

in the clinic.  Until then, apparently no one opened the envelope to confirm the

contents, mainly it would seem, so as not to further infringe on the Complainant’s

personal privacy.   That the Complainant’s privacy was respected once this envelope

was discovered in a place it should not have been is a good thing.   The practical result,

however, is that we cannot know with absolute certainty that the envelope contained the

Complainant’s personal health records.

As an added dimension in this case, it is interesting to note that the Complainant had

made a specific request that his health record in the clinic be stored apart from other

clinic records in a separate locked cabinet because he was concerned that his

supervisor might attempt to access them because a grievance that had been filed by

the Complainant.

DISCUSSION

Unfortunately, though the investigator’s report was wide ranging and thorough, there

are a lot of unanswered questions with respect to this incident.  That, in itself, is a

cause for concern, particularly when the records in question are personal health

records.  However, there are some things that are not in dispute:

a) the Complainant’s supervisor had no clinical reason for having the
Complainant’s personal health records in her possession;



b) an envelope which had the Complainant’s name on it was recovered from
the Complainant’s supervisor as a result of and in response to a specific
request that she hand over the any staff clinical records she had in her
office.

Notwithstanding that the investigator for the department could not find, with absolute

certainty, that the envelope in question contained the Complainant’s personal health

records, I am satisfied, on a balance of probabilities, that it did.  Furthermore, I am

satisfied that the supervisor had no clinical reason to have those records.   It should be

stated that the supervisor, for her part, claimed to have no recollection of the events

described by the other witnesses with respect to the envelope in question but she did

not deny that it happened.   She did deny ever having read the personal health records

of any of her employees.

The issues here are twofold.  The first issue relates to the personal actions of the

supervisor and whether or not her actions were contrary to the privacy provisions of the

Act.  The second thing that this review has raised for me is concern about the security

around personal health records and controlling who has access to the records.

With respect to the supervisor’s role in this matter, as noted above I am satisfied on the

balance of probabilities that the Complainant’s personal health records somehow came

into her possession and were stored in her desk in her office.  I am also satisfied that

she had no legitimate reason to have them in her possession.   How she came to have

them and why is a complete mystery.   What she did with them while they were in her

possession is also unknown.

I want to stress, unequivocally and without question, that this is an extremely serious

matter.   So serious, in fact, that disciplinary steps, including dismissal, should be

considered.   Even if the records came into her possession inadvertently or by reason of

her employment duties, the supervisor’s immediate response should have been to

return them to the clinic with a complete report on how they came to be in her

possession.   The worst case scenario is that the supervisor took the Complainant’s



personal health file from the clinic for personal reasons.  If this could be proven, I would

have no hesitation whatsoever in recommending immediate dismissal.   In this case, my

best guess, based on the findings in the investigation report provided to me, is that the

Complainant’s file may have been removed from the clinic by medical personnel for

some reason which may well have been legitimate, and then got ‘lost in the system’ and

did not find it’s way back to the clinic   This still begs the question as to why the

Complainant’s health record left the clinic in the first place and why there is no record of

that at the clinic, particularly as there appears to be a policy that prohibits patient files

from being removed from the clinic.   The follow up question, of course, is why the file

was not returned as soon as it was discovered, instead of ending up in the possession

of A.B.’s supervisor and how long it remained in the possession of the supervisor.

However she got them, the fact that the supervisor had her employee’s personal health

records in her possession in her desk is clearly contrary to the law, whether or not she 

actually opened the envelope and looked at the records, or just kept them in her desk. 

This was not merely a breach of policy, but a breach of the law and responsibility and

accountability for this breach must be addressed.

This leads to the second question which is how this situation could have happened in

the first place.   It appears that the Complainant had made a special request that extra

precautions be taken with respect to his clinical file and, in fact, that the clinic did take

some steps in this regard.   The records were, in fact, kept separate from the other

patient files in a locked filing cabinet at the request of the Complainant.   That said,

however, there are signs that the security of patient files in this clinic is not what it

should be.  For example, although the file was in a separate, locked cabinet, the keys

for that cabinet (and, apparently all the other patient file cabinets) were kept “in the

back room”, accessible to anyone who had access to the back room, which would

include not only those who required access to the files for the purpose of providing

medical care, but also to janitors and other employees who were frequent visitors to the

clinic for work purposes, but who had no responsibility for patient care at the clinic.  

There was, apparently, no control of access to those keys.  As a result, locking the

cabinets is/was less than effective to ensure that there was no unauthorized access to



the files.   Furthermore, the investigator found evidence that janitorial staff in the clinic

would routinely let people into the building after hours, as long as they had

identification.   Finally, it appears that there were a significant number of clinic

employees who had/have keys to all of the cabinets containing clinical files.  It is

unclear whether there is a system for tracking who has access to any particular file for

what reason.    

Although there will always be “rogue employees” who choose to flaunt the rules, there

are clearly steps that might be taken to minimize this.  For example:

a) limit those with access to the building after hours to those who actually
work in the clinic and who have keys - janitors should not be letting people
in after hours;

b) find a secure place (for example a small safe or a securely locked drawer)
in which all keys to all file cabinets are kept and ensure that all keys are
returned to that secure place at the end of each work day;

c) limit the number of keys that are in circulation for the file cabinets;

d) have a system which allows the tracking of access to patient files.  This is
not always going to be completely accurate in a paper based system, but
will help to limit unauthorized access to patient files.

RECOMMENDATIONS;

I am concerned by many aspects of this case.   How patient records in one office ended

up in an entirely different office is a complete mystery, even after a thorough

investigation.   This is concerning and suggests that there is a need to look at the

security of patient files in the system.   I therefore recommend that an audit be done of

the security of patient files, not only in this clinic, but in all clinics and all health

authorities in the Northwest Territories.  This audit should look at physical security of

files, as well as policies and practice (which is, often, where the problems lie).  Who has

access to the files, to the keys to the cabinets, to the building itself?  Clearly, for

example, janitorial staff should not be granting access to the clinic after hours.  



Furthermore, it is important that policies and practice be monitored and enforced.  Who

is responsible for this?   There should  be an individual within each clinic or office

whose job description includes being responsible for patient file security and privacy. 

This person should be tasked with monitoring compliance with security policies and for

making necessary changes to address weaknesses in the system as well as for

ensuring that new staff are made aware of privacy policies and the consequences of

failure to comply with those policies.

Elaine Keenan Bengts
Northwest Territories Information and Privacy Commissioner 


