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BACKGROUND           
 
In July of 2014, CBC North reported that 195 health care cards had been mailed to the wrong addresses 
due to a “spreadsheet sorting error”. The Deputy Minister at the time was reported as having expressed 
the opinion that there were no privacy concerns associated with the error because it would be “unlikely 
that people would use someone else’s card to try to get his or her medical history”. The Deputy Minister 
told the CBC reporter that the only information on a Health Care Card is a name, address and health 
care number and that it was, therefore, unlikely that identity theft would result from the breach. 
 
While the Access to Information and Protection of Privacy Act does not currently allow the Information 
and Privacy Commissioner to undertake a formal investigation concerning a privacy matter, because of 
the nature of this breach, and with the knowledge that the Health Information Act will be coming into 
effect in the near future, I decided to proceed with an informal review and did so with the co-operation 
of the Department of Health and Social Services. 
 
THE PROCESS 
 
I asked the Department to provide more information about the process and procedure that was in place 
with respect to the cards sent out in error and more information about the nature of the information on 
the cards. They advised that every week, an electronic extract is produced from the Health Management 
Information System listing the health care cards that need to be printed. This system is run by the 
Information Services division of the department. At the time of this incident, the electronic extract was 
then sorted in Microsoft Excel and the sorted document was then emailed in an encrypted and 
password protected form, to the printing company.  
 
Once the printing company receives the email with the document, it prints the health care cards and 
mails them directly to NWT residents. The cards are sent in an envelope containing the health care card 
and a paper insert which contains the mailing address, effective date of the coverage and general 
information about the use of the card. The health care card itself contains the resident’s name, health 
care number and the expiration date of the health care coverage. Because the expiry date for every card 
is on the client’s birthday, it also reveals the resident’s month and day (though not year) of birth. The 
alpha-numeric health care card number itself also reveals additional personal information in that it 
identifies Status Indian, Inuit, Metis and Non-Native ethnic backgrounds, though this might not be 
immediately obvious to anyone other than those within the Department.  
 
WHAT HAPPENED 
 
In this instance, the error occurred as a result of a mistake made by an employee. The weekly electronic 
extract from the Health Management Information System was generated. The report was then sorted in 
Excel, however, only the last four columns of the extract were sorted instead of all nine columns. This 
resulted in the address data being scrambled for each client in the card print file. The error went 



unnoticed when the list was sent out for printing and distribution. As a result of the error, 195 cards 
were sent to the wrong addresses. Of those, 110 were returned by Canada Post marked as 
undeliverable. The remaining 85 cards remain unaccounted for and the Department indicated an 
intention to contact those 85 individuals to notify them of the breach and to monitor the use of the 
affected health care numbers for the next year. 
 
STEPS TAKEN TO PREVENT ANOTHER OCCURRENCE 
 
The Department advised that as a result of this incident, they have reviewed their process and have 
discontinued the step of sorting the extracted health care card file before it is sent to the printing 
company. This, they say, significantly reduces the potential for human error in the card printing process.   
They did not contact all of the affected individuals to advise them of the loss of these records, but did 
advise those whose cards were not returned to the Department as “undeliverable”. In addition, they will 
be monitoring those numbers for any sign of unusual activity for the next year. 
  
COMMENTS 
 
I am satisfied that the Department in this case identified the problem and took appropriate steps to 
prevent the same kind of error from recurring. 
 
My concerns, in this case, lie more in the department’s apparent lack of appreciation about the 
seriousness of the breach which occurred. The breach is not just about the possibility of identity theft or 
even unauthorized access to personal health information, although these are both possible outcomes.    
Section 42 of the Access to Information and Protection of Privacy Act provides that: 
 
 The head of a public body shall protect personal information by making reasonable security 
 arrangements against such risks as unauthorized access, collection, use, disclosure or disposal. 
 
There are no qualifiers attached to this obligation. It does not say that personal information shall be 
protected only if its disclosure could result in some harm to the individual. It says that public bodies 
must protect the information, simply because they have it. While the consequences or potential 
consequences of failure to protect such information can be greater in some instances than in others, it is 
the breach of privacy itself that is addressed by the Act, not the resulting outcome.   
 
Furthermore, identity theft isn’t only about financial matters. Health insurance fraud is a growing 
problem, particularly in the United States, but to a lesser extent in Canada as well. If used in another 
jurisdiction by an unauthorized user, the department could find itself liable for significant health care 
costs being provided to an ineligible individual.  
 
I note, as well, that the letters sent out to the wrong addresses contained more than basic personal 
information. They included: 
 
 a) a name 
 b) a birth date (without a year of birth) 
 c) a statement about ethnicity 
 
In the right hands, this kind of information could definitely be used for identity theft. While the 
probability of this is, perhaps, minimal, it does exist. It should be noted, as well, that the Health 



Insurance Card is one of the documents which is used to verify identity when obtaining other 
government issued documents, such as passports and drivers licenses. There is, therefore, the possibility 
that these missing health care cards could be used to obtain false documentation and that could very 
definitely create significant difficulties for any individual affected.    
 
In the best of all worlds, I would recommend that the missing health care card numbers be 
“decommissioned” and that new health care numbers be assigned to the 85 people whose cards are still 
missing. I suspect, however, that this may be more complicated than it appears in that these are active 
numbers for individuals receiving or eligible for ongoing medical services and changing the numbers may 
cause those individuals real problems in dealing with the health system rather than solving any potential 
problems. In the alternative, I recommend that the public body continue to monitor the missing card 
numbers for any abnormal activity and to promptly contact the individuals involved in the event that 
such abnormal activity is detected. In addition, if not already done, those 85 individuals whose card 
numbers remain unaccounted for should be advised about what happened and offer assistance in the 
event that difficulties arise. 
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