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THE COMPLAINT

In February of this year, I received a Request for Review from the Complainant (who

will be referred to in this report as “A.B.” for ease of reference) to investigate whether 

his personal health information, held by the Beaufort-Delta Health and Social Services

Authority (BDHSSA), had been compromised.  A.B. is an employee of the BDHSSA

working at the Inuvik Regional Hospital.   Several months ago, A.B. sought medical

attention from the Emergency Department at that hospital.  He was off work for a period

of time as a result of the medical issue addressed.  When A.B. returned to work after

his medical leave, he requested the Supervisor of Health Information Services to secure

and restrict his personal “paper” medical record, which was done.  He did this because

he had concerns that fellow employees might have access to the file and he wanted to

maintain his medical status as confidential.  A.B. suggests, as well, that there are/were

some issues between him and another employee or employees and he specifically did

not want these other employees to have access to his file.  While his paper records

were secured immediately, A.B. belatedly considered the possibility that his electronic

records were perhaps not similarly secured.  He requested an audit of his electronic

medical file.  The audit revealed that there had been twelve (12) instances in which his

electronic medical record had been viewed by a combination of medical and clinical

clerical staff situated inside and outside of the emergency department and that the file

was accessed at least once while A.B. was on annual leave and out of the country.  

A.B. confirmed that he had spoken with authorities within BDHSSA about the results of

the audit and that they had undertaken to take certain steps to address the security of

personal health records.  Notwithstanding that undertaking, A.B. felt that the situation

was serious enough that there should be a review undertaken by my office.



THE PUBLIC BODY’S RESPONSE

In order to complete my review, I asked the public body to provide me with their

explanation and the answer to a number of specific questions which A.B.’s complaint

raised for me, particularly with respect to the nature of the electronic medical record

(EMR).

BDHSSA did an internal review and concluded that the audit did not establish that “any

particular employee improperly used or disclosed [A.B.’s] personal information”.  They

did acknowledge, however, that the situation had identified areas for improvement and

indicated that steps were being taken to address those issues.

BDHSSA provided me with a copy of the audit results.  The audit showed that A.B.’s

health record had been accessed 12 times that did not coincide with his patient visit

history.  Each time someone accesses a particular file, a record is made of the

transaction.   It records the “user” who accessed the file and identifies reasons for the

access.   

In some cases, the identity of the user can be determined by the individual’s “user

name”.  Every employee with access to the system is assigned a unique user name. 

However, in some instances, access to the record is by means of generic user names

which refer to the department within the hospital.  So, for example, the “user” in some

instances was identified as “emerg” or “clinic” rather than the specific individual who

viewed or used the record.    It is, therefore, impossible to determine who accessed the

file where the “user” is one of the departments within the hospital.  

Users are also required to create a notation about the reason a file is viewed each time

it is accessed.   This adds to the information available to determine whether or not the

access was authorized or appropriate.  So, for instance, it appears from the audit that

the instances in which A.B.’s patient file was accessed in November when he was away

were with respect to a Worker’s Compensation billing update, which is completely

legitimate and appropriate.   Based on this, it appears that most of the 12 instances on



which A.B.’s files were viewed where the viewing did not coincide with his visit to the

emergency department were for completely legitimate reasons.  For example the       

stated reason for the access was to “register the ER case” or “confirm the PHN billing”

or to “register a lab event”.   For other entries, however, there was no reason given for

the viewing of the records.

With respect to the nature of the electronic system itself, BDHSSA indicates that the

only electronic record keeping system currently being used at the Inuvik Regional

Hospital is the “MediPatient System” which is used to record admissions, discharges

and transfers and as the central patient index.  Information from this system is entered

into the territory-wide Electronic Health Records System (EHR).   Generally speaking all

medical records other than this basic information are kept in paper form at the moment,

though there are plans to move toward local electronic medical records.  

The MediPatient system may be accessed by specific administrative and support staff,

records and registration personnel, transcription providers and nurses and physicians

involved in direct or indirect patient care.  There are a number of terminals in the Inuvik

Regional Hospital which have the MediPatient system loaded into them.  Access to the

system is controlled by the assignment of user names and accounts for each

authorized user.  Each individual user has his or her own unique password which is

assigned to him/her.  A list of passwords issued is retained by the system administrator

to ensure that no passwords will be reissued.  Should a user forget his or her password,

a new one is issued.  No record of which username matches which password is

retained.

Some generic user names and passwords have been used in patient care areas of the

hospital (for example, the emergency department).  Nursing staff and physicians have

been able to use generic log-ons from any computer terminal which contains the

system.

Access to the system is “roles based”.  The Inuvik General Hospital has adopted the

same role criteria list as the one used by the Stanton Territorial Health Authority.



There is currently no specific provision for the revocation of authorizations for users

who cease working for BDHSSA or who improperly access records in the system,

though steps are currently being taken to create a process in these instances so that

the account is deleted or privileges deactivated.

There is currently no “override” function within the MediPatient System which would

allow an employee to access information which is outside his or her “roles based”

access authorization.   Likewise, there is no ability within the current system to restrict

access of a patient file to certain individuals or to allow only certain individuals access

to a file.

There is no way to access the MediPatient System outside the hospital and clinics

under any circumstances.  It seems, however, that there is a plan to allow this to

happen at some point in the future.

While the system as “audit” functions, they are currently used only on an ad hoc basis,

as was done in this case at the request of A.B..  There is no automatic system to flag

anomalies nor are regular audits being done.

The MediPatient system has never been subjected to a privacy impact assessment.

Training for the system also appears to be ad hoc.  Log-on instructions are issued to

new users, but there is no indication that warnings are provided about looking at patient

records other than for treatment or administrative purposes.  Each department appears

to share their internal “practice tips” with new users. There are some policies in place

with respect to the use of the system.  BDHSSA also point out that all employees are

bound by the Oath of Office and Secrecy which they are all required to swear or affirm

as members of the public service.  

With respect to the 12 instances of access to A.B.’s records, BDHSSA point out that the

fact that the system may have been accessed on dates “not matched with visit history”

is inconclusive since not all record management and billing functions necessarily occur



on the date of patient visits.  Furthermore, they take the position that the audit does not,

in and of itself, establish any improper use or disclosure of personal health information. 

They also point out that there is no indication that any of the employees of the BDHSSA

have used information in a manner inconsistent with their role-based authorizations.

Given those facts, BDHSSA indicated that they were “reluctant to investigate the matter

further” because they felt that further investigation would only serve to “draw

unnecessary attention to [A.B.’s] record as a patient”.  There was also some suggestion

that perhaps A.B. accessed his own record from one of the generic stations in the

hospital.  They are concerned that there is a risk of jeopardizing A.B.’s privacy further

by further investigation. 

As a result of this complaint, BDHSSA did identify a number of items that need to be

addressed.  They have established a new “oversight committee” consisting of staff

involved in managing the MediPatient system.  

The committee has identified the need to address generic passwords in order to better

manage, track and audit access to the MediPatient system and as of February of this

year, no further generic passwords would be issued.   Further, all existing and future

users of the system will be required to sign a confidentiality agreement and only then

would they be able to access MediPatient with individual names and passwords.  There

are also plans to implement regular, random audits of the system.

DISCUSSION

The day of paper medical records in Canada is waning.   Huge amounts of money are

being invested by federal, provincial and territorial governments to create electronic

medical records.   The goal is, eventually, to create a system that allows any authorized

health care provider, anywhere in the country, to access an individual’s health records.   

This goal is a long way down the line, but all jurisdictions, including the Northwest

Territories, are gearing up for it.   While the benefits and efficiencies that electronic

medical and health records will allow are both enormous and undisputed, any changes

to the way in which records are kept will only be as successful as the level of



confidence that  patients have that the changes will not jeopardize their medical health

privacy.  And that confidence in the system has to start at the point of contact.   While I

am satisfied that the public body in this case took A.B.’s complaint seriously and am

happy that they have identified some issues to be addressed, I am somewhat

concerned that their approach to dealing with the privacy issues is from a purely

medical standpoint (rather than from the point of view of the patient).  This approach will

not meet the requirements of the Access to Information and Protection of Privacy Act.

Firstly, let me address the details of this particular complaint.   From the information

provided to me, I can see that there are some instances of access that can easily be

counted as not being out of the ordinary.  For instance, I can confirm by reviewing the

audit, that most of the flagged access points appear to have been for legitimate

administrative purposes such as confirming billing, updating the chart, registering lab

events, transcribing reports and for purposes of dealing with Worker’s Comp.  I am

satisfied that for those instances in which a note appears with respect to the reason for

the access, these were all legitimate and done for appropriate administrative purposes. 

I am more concerned about the instances in which there is no explanation entered as to

the reason for the access and there are a number of instances of this.   Some appear to

be in conjunction with legitimate access activities because they are on the same date

and in close time proximity to other access which have recorded a reason.   There are

several instances, however, which do cause concern, where there does not appear to

be any rhyme or reason for the access and there is no explanation provided.   These

instances should be setting off all sorts of bells and whistles for BDHSSA about the

manner in which the MediPatient System is being used.   Some of these are attached to

specific user names.  Others are not.   These latter ones are the most concerning to

me. 

Also of some concern to me is the approach taken by BDHSSA in addressing these

anomalies.   A number of concerns arise for me.

Firstly, BDHSSA seems to want to put the onus on A.B. to establish that these

instances of access to his personal health information were improper.  This is not where



the onus should lie.   In my opinion, the onus lies on the health authorities to provide

evidence that all access to an individual’s personal health records is proper and for a

legitimate reason under the Act.   To suggest, as has the BDHSSA, that there is some

need for the complainant to provide a motive which would point to an inappropriate use

or disclosure of his personal health information is, quite simply, the wrong approach.  

The Access to Information and Protection of Privacy Act puts the onus clearly on all

public bodies to protect the integrity of the personal information it collects and to ensure

that there is no use or disclosure of that information except for the purpose it was

collected.  Individuals have the right to know who has accessed their records and for

what purpose.  If the health authority cannot do that, there is a flaw in the system.   The

motive for wrongful access to a record can be malicious or benign.   In the end, the

motive is irrelevant.  It is up to the public body to ensure that there is no improper

access to personal health records and to be able to identify when improper access has

occurred and by whom.   This is much easier to do with electronic records than with

paper records, but only if the electronic system is properly designed and used.

Secondly, and similarly, the public body in this case seems to think that there is no

breach of privacy or of the provisions of the Act if there is no evidence that the

information on the patient file has been used in a manner inconsistent with the patient’s

best interests.   It is important for health authorities to understand that any unauthorized

access to or viewing of a patient’s medical record, whether or not the information is

used or disclosed any further than that, is a breach of the patient’s privacy, particularly

in a small community where everyone is connected to everyone else in some way or

another.   It might be a well meaning and concerned friend of the patient with only the

best intentions who looks at the client record.  Unless there is a medical or associated

administrative reason for viewing the record, however, the viewing of the record itself is 

inappropriate and a breach of the patient’s privacy.  The person viewing the record may

never tell another soul what he has discovered.   The breach of privacy is just as real.

I also disagree with the public body’s conclusion that there is no indication that any of

the employees of BDHSSA have “used the information in a manner inconsistent with

their role based authorizations”.  Until such time as the public body can identify all of



individuals who accessed the file and determine the purpose of that access, they

cannot reach the conclusion that there was no unauthorized access.   In fact, I would

suggest that there are at least three instances where the Complainant’s records were

accessed that are very suspicious indeed, having been done on days where there does

not seem to be any other legitimate activity, from a terminal with a generic user name

and no notes which suggest the reason for the access.   

In summary, I am not nearly as confident as the public body that there was no

inappropriate access to A.B.’s personal health record on the MediPatient system. 

Unless they can account to the complainant for each time that the record was

accessed, with a name of the individual who viewed the record and provide an

explanation that for the viewing, I would suggest that BDHSSA must assume that it was

an inappropriate viewing and that A.B.’s privacy has been breached.

Having come to this conclusion, there is little, if anything, that can be done in this case

to redress the breach of privacy.   It is unlikely, considering the use of the generic user

names/passwords, that it will be possible to track down who viewed the file.

The solution lies in correcting the gaps in the system.  This starts with getting a proper

privacy impact assessment done to determine the strengths and the weaknesses of the

system itself and the way in which it is being used.  

The immediate and obvious thing that needs to be addressed is the use of generic

passwords and/or user names.   It does no good to have audit capabilities if there is no

way to trace a user.  Every individual who logs on to the system needs to have his/her

own unique user name and password so that use can be traced and responsibility for

use assigned.

There need to be regular, random audits done on access to the system and staff must

be made aware that these audits will be done and that employees will be held

responsible to explain any unusual and unnecessary access to the system.  Audits are

a very effective tool to catch the “snoopers” but are only effective if they are done

regularly and if staff understand that they will be held accountable.



While I appreciate that oaths of confidentiality are obtained from all employees, I would

caution public bodies about putting too much faith in such oaths.   The fact of the matter

is that people are social animals.   Inuvik is a small town where everyone knows

everyone else.   It’s human nature to talk about friends, neighbors, family and those

with whom rivalries have arisen.  To rely on an oath of confidentiality provided once at

the beginning of employment just is not sufficient.  There needs to ongoing, consistent

messaging provided to all employees reminding them that their access to the electronic

system, as well as to paper records is restricted to what is required for them to

accomplish their job descriptions.   Furthermore, confidentiality is not the same as

restricting access to the records.   While the oath of confidentiality is meant to prevent

the discussion of personal information outside of the workplace, this does not address

unauthorized or inappropriate access to personal health records.   These are two

different, though related, issues.

   

CONCLUSIONS AND RECOMMENDATIONS

Because of the deficiencies in the system, it is not possible to determine with any

certainty whether any of the instances in which A.B.’s electronic records were accessed

were wrongful.   It seems clear that further investigation will not likely reveal anything

more with any certainty at all.   The only thing that can be done, therefore, is to take

steps so as to reduce the chances of future breaches of privacy.  This, in my opinion,

must start with a formal privacy impact assessment of the MediPatient system, to be

done by someone who has the knowledge, background and expertise to analyze the

system in terms of privacy and security.  

I therefore make the following recommendations:

1. that BDHSSA engage the services of a knowledgeable expert to conduct a

thorough Privacy Impact Assessment with respect to the MediPatient

System and the way in which it is being used by staff at the Inuvik Regional

Hospital and it’s clinics and that steps be taken to improve the security and

controls within the system, based on the Assessment results.



2. that immediate steps be taken to remove all generic user names and

passwords from the MediPatient System such that only identifiable

authorized  users will be able to access any information in the system.

3. that steps be taken to immediately implement a requirement (preferably

controlled by the system itself) that a notation be made which reflects the

purpose of the access to any electronic record of a patient every time the

record is viewed.

4. that BDHSSA immediately prepare and implement an orientation session

with respect to the MediPatient System, as well as with respect to medical

records in general, which is mandatory for all employees (new and

existing) so that all users of the system have the same information and are

following the same policies.   If none already exists, a comprehensive

policy should be developed which outlines the acceptable practices with

respect to the use of the system, with an emphasis on the expectations

with respect to privacy.  This policy should emphasize that “viewing” a

record without the consent of the individual or a legitimate purpose for the

viewing is, in and of itself, a breach of privacy.

5. that there be ongoing, consistent messaging provided to all employees

reminding them that their access to the electronic system, as well as to

paper records is restricted to what is required for them to accomplish their

job descriptions and that there will be significant consequences for any

person, regardless of position, who is found to be inappropriately

accessing the personal health records of any person.   Obviously, there

should also be ongoing messaging about the improper disclosure of any

information about a patient which is obtained as a result of a person’s

employment with BDHSSA.



6. that immediate steps be taken to institute regular, random audits on the

MediPatient System and that staff be made aware that these audits will be

done and that employees will be held responsible to explain any unusual or

unnecessary access to the system.

Elaine Keenan Bengts

Information and Privacy Commissioner


