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A.  BACKGROUND

On July 13, 1988, the Applicant applied under the Access to Information and Protection

of Privacy Act (the "Act") to the Department of the Executive requesting

Telephone call records or logs for Don Morin for November 30, 1996
to September 29, 1997, inclusive

At the time of the request for information, Don Morin was Premier of the Northwest

Territories and a member of the Executive.  

By letter of September 29 , 1998, from Alan Cash, the Department’s Access toth

Information Co-Ordinator, the Applicant was advised that Mr. Morin did not keep a

personal telephone log.  There were, however, some records of long distance calls

made or accepted on the Premier’s direct line for part of the period referred to in the

request.  These records were provided, although all of the telephone numbers were

edited out.  In its explanation to the Applicant, the Department claimed that the release

of this information would be an unreasonable invasion of a third party’s personal privacy

(Section 23) or could reasonably be expected to prejudice intergovernmental relations

(Section 16).  In addition, reference was made to sections 17 (disclosure would harm

the economic interests of the GNWT), 21 (disclosure might endanger the mental or

physical health or safety of an individual other than the Applicant) and 24 (disclosure

might prejudice the business interests of a third party). 

By letter dated October 6th, 1998 and received in my office on October 9 , theth

Applicant, who is a member of the press, requested that I review the Department’s
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editing of the telephone numbers.  He pointed out that he had advised the Department

that he had no intention of publishing or otherwise dispersing the telephone numbers,

but that he wanted them for investigational purposes only. 

I asked for and received detailed submissions on the matter from both the Department

and the Applicant.

It is to be noted that, pursuant to section 33 of the Act, the onus in these circumstances

is on the head of the public body to establish that the Applicant has no right of access

to the record or part of the record.

In conducting my review, I requested and received from the Department of the

Executive a copy of the documents in question.

B.  RECORDS AT ISSUE:

The records at issue are a series of computer generated telephone records.  They are

titled "Extension Detail Report" and list the details of calls made from a certain

extension number, presumably Mr. Morin’s extension.  Included in the report are the

dates and times telephone calls were made, the number dialed, the community to which

the call was made, the duration and cost of the call.   These reports were generated for

the sole purpose of tracking long distance telephone billings.  They have been given to

the Applicant, but the telephone numbers, including the Premier’s extension number,

have been deleted.
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C. THE PARTIES POSITIONS

1. The Department of the Executive

Mr. Cash, on behalf of the Department of the Executive, set out the submissions of the

public body in a letter to me dated November 13 , 1998.  In that letter, Mr. Cash pointsth

out firstly that Members of the Legislative Assembly and Ministers Offices are

specifically excluded from the definition of those public bodies subject to the Access to

Information and Protection of Privacy Act.   He points out that the records in question

are records maintained by the Department of Public Works and Services. They are

transitory records of long distance calls accepted by or placed from each telephone

extension maintained by the Government of the Northwest Territories.  These records

are generally kept for only a short period of time and only for the purpose of confirming

billables.  Mr Cash raised several concerns about releasing the actual telephone

numbers listed in these records.  Those concerns were :

a) Personal Information.  As a Member of the Legislative Assembly and
Premier of the Northwest Territories, Mr. Morin is often approached by his
constituents and other members of the public for assistance and advice
on a wide range of issues, including, in some cases, matters of a highly
personal nature.  Disclosure of telephone numbers dialed from the
Premier’s extension should not be undertaken without first consulting
each of the third parties involved.

b) Information which might prejudice intergovernmental relations.  Mr.
Morin’s position was such that he was often in communication with
political leaders and senior officials from other jurisdictions and many of
the telephone numbers for these people are unlisted and not publicly
available.  The release of this kind of information might be prejudicial to
the relationships between the N.W.T. and other jurisdictions.

c) Information respecting the GNWT’s economic interests or a third
party’s business interests.   As both Premier and MLA, Mr Morin was
involved in many confidential communications.  The very fact of these
communications might, if made public, prejudice a third party’s business
interest or harm the economic interests of the GNWT.
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d) Information which might endanger the physical health or safety of an
individual.  Again the highly personal communications which the Premier
(or any other elected official) might participate in raises the concern that
the release of a telephone number that might identify an individual will
subject that individual to physical danger.  The example of a victim of
family violence was used.

Mr. Cash points out that there is nothing in these records from which to confirm that the

calls listed were all made or received by the Premier, only that they were made or

received on Mr. Morin’s extension.  Nor is there anything in the records from which to

determine whether the phone numbers are for private individuals, businesses,

government offices or non-government offices.  Finally, the point is made that there is

no way to confirm that the third party who actually spoke to the Premier’s office was the

"owner" of the telephone number.

Mr. Cash argues that it would be extremely time consuming to contact each of the Third

Parties involved to give them notice under Section 26 of the Act.  Further, he suggests

that it would be inappropriate and a violation of certain privacy provisions of the Act. 

For example:

a) if one of the calls reported in the records concerned a third party’s
personal privacy, then the act of phoning that number and inquiring of
whoever answered the phone if anyone at that number had had a
conversation with the Premier might reveal personal information to an
individual who was not a party to the original conversation;

b) the telephone numbers listed would have to be considered personal
information which should not be used for any purpose other than the
purpose for which they were collected;

c) if any of the numbers listed were unpublished numbers provided to the
Premier in confidence, phoning those numbers to identify the party might
in itself violate the confidence in which the numbers were provided.
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2. The Applicant

The Applicant argues that the arguments made by the Department are based on

"possibilities".  He states that the contents of the conversations are not revealed merely

by the release of a telephone number, and neither are the names of the persons who

actually took part in the discussions.  He advises that he has no objection to the

severance of unlisted numbers from the records and feels that this kind of information

can likely be "electronically screened" from the records.  He points out that the

government must be far more specific to claim that the release of these numbers might

interfere with the Government’s economic interests or those of third parties.   Further,

he argues that the release of widely published telephone numbers cannot be

considered a release of private information under the Act.  He does not consider it

necessary that the Department should have to contact each of the numbers on the list

as the nature of the telephone discussions is irrelevant to the request.  Finally, the

Applicant indicates that he is willing to agree in writing that he has no intention of

publishing any of the telephone numbers he might receive.   

D. ISSUES

The issues, then, are the following:

1. Are the telephone numbers in question "Personal Information" as defined in the
Act?

2. If so, would the release of the telephone numbers be an unreasonable invasion
of the third party’s privacy?

3. If the answer to question 1 is "yes", is it necessary to contact each of the third
parties concerned prior to the release of the information in question?
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E. DISCUSSION

Are the telephone numbers in question "Personal Information" as defined in the
Act?

Section 2 of the Access to Information and Protection of Privacy Act defines "personal
information as:

information about an identifiable individual, including:

a) the individual’s name, home or business address or home or business
telephone number.........

It should be noted that the term "personal information" has been fairly consistently

applied in privacy legislation throughout Canada as being limited to information about a

natural person and that companies, partnerships and other organizations cannot claim

to  have "personal information" subject to privacy protections of the Act.  For example,

in Order 16 made by the Ontario Information and Privacy Commissioner, he reviews

this very issue and decides:

The use of the term "individual" in the Act makes it clear that the protection
provided with respect to the privacy of personal information relates only to
natural persons. Had the legislature intended "identifiable individual" to include a 
sole proprietorship, partnership, unincorporated associations or corporation, it
could and would have used the appropriate language to make this clear. The
types of information enumerated under subsection 2(1) of the Act as "personal
information" when read in their entirety, lend further support to my conclusion
that the term "personal information" relates only to natural persons.

To the extent that any of these telephone numbers belongs to an identifiable individual,

therefore, it is clear that they are personal information and subject to the protections of

the Act.   Not all of the numbers may relate to an individual person.  To the extent that

these telephone numbers belong to a company, partnership or other "association" of

persons, they cannot be considered "personal information" under the Act.
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Would the release of the telephone numbers constitute an unreasonable invasion
of personal privacy as contemplated in Section 23 of the Act?

1. Personal Telephone Numbers.

The Access to Information and Protection of Privacy Act prohibits a public body from

disclosing personal information where the disclosure would be an unreasonable

invasion of a third party’s privacy (s. 23(1)).   It is therefore necessary to consider

whether the release of these telephone numbers would amount to an "unreasonable

invasion" of privacy.  Sections 23(2), (3) and (4) assist in determining when this will be

the case:

2) A disclosure of personal information is presumed to be an unreasonable
invasion of a third party’s personal privacy where:

a) the personal information relates to a medical, psychiatric or
psychological history, diagnosis, condition, treatment or evaluation;

b) the personal information was compiled and is identifiable as part of
an investigation into a possible contravention of law, except to the
extent that disclosure is necessary to prosecute the contravention
or continue the investigation;

c) the personal information relates to eligibility for social assistance,
student financial assistance, legal aid or other social benefits or to
the determination of benefit levels;

d) the personal information relates to employment, occupational or
educational history;

e) the personal information was obtained on a tax return or gathered
for the purpose of collecting a tax;

f) the personal information describes the third party’s finances,
income, assets, liabilities, net worth, bank balances, financial
history or activities or credit worthiness;

g) the personal information consists of personal recommendations or
evaluations about the third party, character references or personnel
evaluations;
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h) the personal information consists of the third party’s name where 

i) it appears with other personal information about the third
party;

ii) the disclosure of the name itself would reveal personal
information about the third party;

i) the disclosure could reasonably be expected to reveal that the third
party supplied, in confidence, a personal recommendation or
evaluation, character reference or personnel evaluation; or

j) the personal information indicates the third party’s race, religious
beliefs, colour, gender, age, ancestry or place of origin.

3) In determining whether a disclosure of personal information constitutes an
unreasonable invasion of a third party’s personal privacy, the head of a
public body must consider all of the relevant circumstances, including
whether

a) the disclosure is desirable for the purpose of subjecting the
activities of the Government of the Northwest Territories or a public
body to public scrutiny;

b) the disclosure is likely to promote public health and safety or to
promote the protection of the environment;

c) the personal information is relevant to a fair determination of the
Applicant’s rights;

d) the disclosure will assist in researching or validating the claims,
disputes or grievances of aboriginal people;

e) the third party will be exposed unfairly to financial or other harm;

f) the personal information has been supplied in confidence;

g) the personal information is likely to be inaccurate or unreliable; and

h) the disclosure may unfairly damage the reputation of any person
referred to in the record requested by the Applicant.

4) A disclosure of personal information is not an unreasonable invasion of a
third party’s personal privacy where
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a) the third party has, in writing, consented to or requested the
disclosure;

b) there are compelling circumstances affecting the health or safety of
any person and notice of the disclosure is mailed to the last known
address of the third party;

c) an Act of the Northwest Territories or Canada authorizes or
requires the disclosure;

d) the disclosure is for research purposes and is in accordance with
section 49;

e) the personal information relates to the third party’s classification,
salary range, discretionary benefits or employment responsibilities
as an officer, employee or member of a public body or as a
member of the staff or a member of the Executive Council;

f) the personal information relates to expenses incurred by the third
party while travelling at the expense of a public body;

g) the disclosure reveals details of a licence, permit or other similar
discretionary benefit granted to the third party by a public body, but
not personal information supplied in support of the application for
the benefit;

h) the disclosure reveals details of a discretionary benefit of a
financial nature granted to the third party by a public body, but not
the personal information supplied in support of the application for
the benefit or that is referrred to in paragraph (2)(c); or

i) the disclosure reveals financial and other details of a contract to
supply goods or services to a public body.

As a starting point, it should be acknowledged that, with the state of technology being

what it is today, even a person moderately computer literate can most likely identify the

name of a person, his or her address, and a host of other information about a person

simply from a telephone number.  
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Section 23(2) sets out circumstances in which the release of such information will be

presumed to be an unreasonable invasion of personal privacy.  In the circumstances of

this case, because we are unaware of the nature and content of the telephone calls

made, and we are, further, not even aware of the identity of the persons called, it is

impossible to apply most of these presumptions.   Section 23(2) is not very helpful in

this case.

The fact that the presumptions do not apply does not end the question, however. 

Whether the release of given information might be an unreasonable invasion of a

person’s privacy is an issue to be considered on a case by case basis.  Section 23(3)

sets out some of the matters which can be taken into consideration in determining this

issue. 

In this particular case, there have been no representations made to me as to the

reasons for which the information is being requested.  Because the Applicant is a

member of the press, I will assume that the information is being sought and will be used 

to investigate or complete a story.   I make no guess as to the nature of the story other

than to assume that it is the intention of the Applicant to subject the activities of the

Government of the Northwest Territories, and particularly the former Premier, to public

scrutiny.  If I am wrong in this assumption, the Applicant may provide me with more

information as to the reason he seeks these telephone numbers, and ask that I

reconsider my recommendation.

One of the things that the Act specifically directs me to consider is whether the release

of certain information is "desirable" for the purpose of subjecting the Government to

public scrutiny.  It would be far easier to assess this if I had some indication of what the

nature of the story was or what the hypothesis was upon which he was working.  It may

well be that one or more of the individuals who will be identified by the release of their

telephone numbers will advance his story.  It may also be, however, that they will not. 

Although there are very good policy reasons for ensuring open and accountable
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government, there are equally good reasons for protecting the right of an individual

constituent to contact his or her Member of the Legislative Assembly without fear of

being "discovered".  After all, open and accountable government depends, to a large

degree, on free and open communications between elected officials and the

constituents they serve.  

Although in the larger picture the onus is on the public body to show that the release of

the information is exempted from disclosure under the ATIPP Act, I feel that it is

incumbent upon the Applicant to at least put forward a reasonable case that an invasion

of personal privacy will not be unreasonable in the circumstance of a particular case. 

This has not been done.  Nor is there anything before me which would suggest that any

of the circumstances outlined in section 23(4) apply to this case.

The Applicant suggests that a telephone number is "public information" in any event as

most telephone numbers are published and that the release of the numbers is not,

therefore, releasing any information that is not already in the public domain.  With

respect, this is a spurious argument.   It is not the telephone number itself that is the

issue here, but the fact that the telephone number, if released, will identify individuals to

whom the Premier has made telephone calls from his office. It is this "data matching"

possibility that makes the release of the information an invasion of personal privacy.  

The Applicant has also suggested that he will not publish any of the telephone numbers

he might receive.  Although I appreciate the intention, there are a number of problems

with this approach.  Unfortunately, such an undertaking is not enforceable and, if not

honoured, there is no recourse.  Once information has been released to the public, it is

open to dissemination in any way the person who has the information deems fit.

Furthermore, whether the telephone number is published or not is only the tip of the

"possibility iceberg".  The telephone numbers can be matched to names and addresses

and there was no undertaking on the Applicant’s part not to use the information he
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obtains in this manner.  It is the initial release of the information that constitutes an

unreasonable invasion of third party privacy, not the possibility of further publication.

I am satisfied that, insofar as the telephone numbers involved belong to private

individuals, it would be an unreasonable invasion of the privacy of those individuals to

release their telephone numbers.

2. Business and Other Numbers

Because business and other numbers are not "personal information" as defined in the

Act, there is no protection for these numbers, provided they can be identified as

numbers that do not belong to an identified individual.  There is nothing in the Access to

Information and Protection of Privacy Act which protects this kind of information from

disclosure.  One exception to this would be any unlisted numbers.  There does not

appear to be any disagreement between the parties on this point.  The Applicant

concedes that he is not requesting unlisted numbers.  

Is it necessary to contact each of the third parties concerned prior to the release
of the information in question?

The problem, of course, is that there is no way to differentiate between those numbers

which belong to private individuals, which belong to companies or corporations, and

which are "unlisted" numbers, without doing a great deal of additional work.  The

records in question list more than 100 telephone calls.  Many of the calls are to places

outside of the Northwest Territories.  

Section 7 of the ATIPP Act provides as follows:

1) The head of a public body shall make every reasonable effort to assist an
applicant and to respond to an applicant openly, accurately, completely
and without delay.
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2) The head of a public body shall create a record for an applicant where

a) the record can be created from a machine readable record in the
custody or under the control of the public body using its normal
computer hardware and software and technical expertise, and

b) creating the record would not unreasonably interfere with the
operations of the public body

How far does the requirement to create a record go?  What is a "reasonable" effort?

Does the legislation impose an obligation on the department to investigate each of the

numbers listed in the record and to provide the Applicant with those numbers which

belong to businesses?   I do not think so.  Part of the reason I come to this conclusion

is that, inevitably, in order to ensure accuracy, it would be necessary for someone to

call each and every one of the numbers listed in the records to verify who it belongs to. 

I do not feel that this is a "reasonable" expectation.   This is not something that can be

done simply with the use of existing government hardware and software.   Another

reason which I come to this conclusion is that I continue to have some concerns about

the fact that the information in question is information arising out of the then Premier’s

Office.   Without deciding the issue, it seems to me that to go further than providing the

telephone logs with the telephone numbers edited out would be to allow the Applicant

to obtain through the back door what would not be available to him directly. The office

of a member of the Legislative Assembly is exempted from the Act and, whatever the

policy reasons for that exemption, it is clear.  
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F.  SUMMARY AND RECOMMENDATION

In summary, it is my finding and recommendation that Minister accept the decision of

the Department of the Executive to edit out of the records provided to the Applicant all

telephone numbers which appear on the records in question.

Elaine Keenan Bengts
Access to Information and Privacy Commissioner


