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BACKGROUND

In May, 2006, the Applicant made a request of the Department of Public Works for

access to certain information relating to a service contract between the Technology

Service Centre (TSC) of the Department of Public Works and Services and the

applicant’s company.  The questions posed were as follows:

a) did the service contract unfold as anticipated?  If not, there was a request to

elaborate.

b)   for the purposes of the contract, which communities were included in the Inuvik

region.

c) whether there were any issues which the TSC had with respect to the way in

which the applicant’s company was handling the contract with a request for

elaboration if the answer was “yes”

d) copies of “all related documentation” with respect to “TSC Chargeback rates”,

and in particular substantiation for the rates.

e) all documents relating to a review of the TSC rate structure for 2006/2007

f) all documentation relation to the RWED (ENR/ITI) work of May 2-8, 2005 by four

Yellowknife TSC staff in Inuvik
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In its response to the Applicant, the public body advised him that the Access to

Information and Protection of Privacy Act did not apply to the first three requests.  The

response suggested that the Applicant contact an individual within TSC to discuss

concerns about the service contract.

With respect to the remaining requests, the public body provided some of the records

requested.  In their initial response to the Applicant, they indicated that all the

documents responsive to the fourth and fifth parts of his request had been denied

“under sections 14 and 17 of the Act”.  No further detail was provided.   

Of the five pages of records which were disclosed, parts of the records were “excepted

from disclosure” under section 20 of the Act.   The portions of the records for which the

public body claimed exemptions were severed from the records and the balance was

disclosed.   Although there are five subsections and numerous sub-subsections to

section 20, no further detail was provided.   The records provided appear to consist of

five pages, the first two of which appear to be a summary prepared specifically in

response to the Request for Information.   The final three pages have a number of

items blacked out (severed) and in each case, the phrase “Section 20" is indicated as

the reasons for the severance.

The Applicant requested that I review the entire response.

In my initial response to the Applicant, I pointed out that the Access to Information and

Protection of Privacy Act provides for access to existing records and is not intended as

a vehicle for obtaining answers to general questions or to the interpretation of records. 

I suggested that the Applicant work with the public body to re-word the request so that

his request  was for “records” rather than for answers to general questions.   I also

advised both he and the public body that I would not be reviewing that portion of the

request at this time, but left it open to the Applicant to seek a further review should he

not be satisfied with the response he receives to his revised request for information,

should he choose to follow up in this manner.   This review, therefore, relates only to

the last three parts of the original Request for Information.
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I have the benefit of having received copies of all of the records having been identified

as being responsive to the request for information.   I also asked for a detailed

explanation of the application of section 20 including specifics as to which subsection

and/or sub-subsections were being relied on.

THE RELEVANT SECTIONS OF THE ACT

The public body, in its submissions to me, relied on sections 14 (1)( c), 14(1)(g),

17(1)(b), 17(1)( c), 20(1)(k) and 20 (1)( i ).   

The relevant sections are as follows: 

14. (1) The head of a public body may refuse to disclose information to an
applicant where the disclosure could reasonably be expected to reveal

( c) positions, plans, procedures, criteria or instructions
developed for the purpose of contractual or other
negotiations by or on behalf of the Government of the
Northwest Territories or a public body, or considerations that
relate to those negotiations;

(g) information, including the proposed plans, policies or
projects of a public body, the disclosure of which could
reasonably be expected to result in disclosure of a pending
policy or budgetary decision

17. (1) The head of a public body may refuse to disclose to an applicant
information the disclosure of which could reasonably be expected to harm
the economic interest of the Government of the Northwest Territories or a
public body or the ability of the Government to manage the economy,
including the following:

(b) financial, commercial, scientific, technical or other
information in which the Government of the Northwest
Territories or a public body has a proprietary interest or a
right of use and that has, or is reasonably likely to have,
monetary value;
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( c) information the disclosure of which could reasonably be
expected to 

(i) result in financial loss to,

(ii) prejudice the competitive position of, or

(iii) interfere with contractual or other negotiations of,

the Government of the Northwest Territories or a public body;

20. (1) The head of a public body may refuse to disclose information to an
applicant where there is a reasonable possibility that disclosure could

(i) facilitate the commission of an unlawful act or hamper the
control of crime;

(k) prejudice the security of any property or system, including a
building, a vehicle, a computer system or a communications
system;

THE PUBLIC BODY’S POSITION

The records which were provided to this office for my review and which were identified

as being responsive to the Request for Information were far more extensive than those

provided to the Applicant.  In addition to the five pages which were disclosed, there are

38 additional documents ranging in length from one to almost 100 pages each.   In their

submissions to me, the public body indicate that, with respect to the records which were

not identified for the Applicant and were not disclosed,  “the department reasonably

feels that disclosure of the information would interfere with the analyses developed by

the department to formulate the chargeback rates for the Government”. 

By way of explanation, the public body advised as follows:

The TSC operates on a chargeback basis whereby all costs for services

provided by the TSC are recovered through charges to the Departments. 



-5-

Charges are based on:

- salary and benefit costs of TSC employees negotiated wages;

- data communications (network) costs;

- hardware and software for GNWT departments;

- GNWT applications support

- other ongoing operations and maintenance expenses

They go on to explain that the TSC has responsibility for all Information Technology (IT)

for all GNWT departments and to other organizations such as schools and colleges,

some health authorities and other agencies and corporations.

The public body indicates that they had provided the Applicant with the TSC

Chargeback rates in October, 2005 in response to an earlier request.  They further

state that they have no concerns about disclosing the chargeback rates themselves,

once they are determined, but the substantiation of the reasons for the rates causes

them more concern.   They indicate that they considered the following two factors:

1. There is no single document or set of documents which focus specifically on the

substantiation of the rates.   Instead, they say, there are numerous spreadsheets

and some text documents that cover TSC expenditures and chargeback revenue

from a much broader perspective which are used largely for budgeting purposes,

some of which are never used in making budget decisions or to set TSC

chargeback rates.  They also say that these files contain extensive additional

information that relates only peripherally, or in some cases not at all, to the

substantiation of the TSC rates. 

The public body indicated that it was their opinion that much of the data in these

documents could reveal information related to contractual or other negotiations

or impact the monetary value of GNWT information.
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Specifically, they say that although the disclosure of the information in question

would not likely harm the ability of the GNWT to manage the economy, the

disclosure might compromise the competitive process and thereby could

reasonably be expected to harm the economic interests of the GNWT,

particularly in light of the fact that the Applicant bids on GNWT contracts.  No

further details were provided with respect to how the disclosure might affect the

competitive process. 

Further, they say that much of the data in the records is raw data that has little

context or meaning except to those who work with it frequently and that

attempting to sever the specific information requested would be difficult, leaving

the remaining data of no value.

2. At the time of the Applicant’s request, the public body says there was only  very

early and incomplete draft documentation relating to the chargeback rate review

available.  Once completed, the documents would be used to support policy

decisions on the rate structure.  

To date it has focused on describing TSC services, what is

specifically provided for each service and a list of items that

should be considered as chargeable items.  To date, no

rates have been computed for these items.

The public body concedes that, when the services are fully defined and rates

approved, it may be appropriate to provide that information to the Applicant.   In

the meantime, they take the position that it is “reasonable to withhold the

information that was available at the time that the Request for Information was

made and processed under section 14(1)(g) as “it could result in disclosure of a

pending policy or budgetary decision”
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With respect to a particular record entitled “TSC Server Setup Checklist”, the public

body in its submissions to me identifies section 20 (1)(k) as the specific section they

rely on to justify the severance of a number of items from the five pages which were

provided to the Applicant in response to his request for information.   In this regard, they

say as follows:

The department feels that disclosure of this information could prejudice

the security of the government’s computer system.

They also rely on Section 20(1)( i ), saying that portions of the record were severed “to

protect the government against breach of security or unlawful activity that could

possibly be carried out with access to the severed information”.  The information

severed consisted of “computer configurations and names of systems of the GNWT”. 

THE RECORDS

The wholly undisclosed records consist of 38 bundles which have been listed by name

in the Appendix attached to these recommendations.   They have not been discussed

individually by the public body.   Instead, the public body refers to these 38 records

collectively and apply their argument to them collectively.  

In addition to the undisclosed records, two records have been partially disclosed. 

Those records are entitled “TSC Server Setup Checklist” and “RWED - Oldtown -

Desktop Migration”.   Unfortunately, the public body did not provide me with unedited

copies of these records and I am, therefore, left to guess the nature of the words which

have been severed.
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ISSUES

The issues, as I can discern them, appear to be as follows:

1. Would the disclosure of the records in question be “reasonably expected to

reveal” positions, procedures, criteria or instructions developed for the purpose

of contractual or other negotiations by or on behalf of the public body or the

Government of the Northwest Territories?  (s. 14(1)( c) )

2. Would the disclosure of the records in question be “reasonably expected to

reveal” information, including the proposed plans, policies or projects of a public

body, which might reasonably be expected to result in disclosure of a pending

policy or budgetary decision?  (s. 14(1)(g))

3. Could the disclosure of the records in question reasonably be expected to harm

the economic interest of the Government of the Northwest Territories or a public

body or the ability of the Government to manage the economy?   In this regard, 

do the records in question contain information of a financial, commercial,

scientific, or technical nature in which the Government of the Northwest

Territories or a public body has a proprietary interest or a right of use and that

has, or is reasonably likely to have, monetary value?   Further in this regard,

would the disclosure of this information be reasonably expected to result in

financial loss to, prejudice the competitive position of, or interfere with the

contractual or other negotiations of the Government or a public body?

4. With respect to the records which were disclosed, but which had certain sections

severed, would the disclosure of the severed sections reasonably be expected to 

 facilitate the commission of an unlawful act or hamper the control of crime?
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5. Also with respect to the records which have been disclosed with sections

severed, is there a reasonable possibility that the disclosure of the severed

sections could prejudice the security of any property or system, including a

building, a vehicle, a computer system or a communications system?

DISCUSSION

It is important to begin any review with a statement of the purposes of the Access to

Information and Protection of Privacy Act as set out in section 1 of that Act.  Subsection

1(a) provides the right of access to information under the control of institutions in

accordance with the principles that information should be available to the public and

that necessary exemptions from the right of access should be limited and specific.  It is

to be noted, as well, that section 33 (1) of the Act provides that, on a review of a

decision to refuse an applicant access to all or part of a record, the onus is on the head

of the public body to establish that the Applicant has no right of access to the record or

any part of it.   This is an important section of the Act.   It is not enough simply for the

public body to express an opinion as to something which may or may not happen.  

They must provide positive evidence that the harm or possibility contemplated could, on

a balance of probabilities, occur should the records be disclosed.

Section 14(1)( c)

Would the disclosure of the records in question be reasonably expected to reveal

positions, plans, procedures, criteria or instructions developed for the purpose of

contractual or other negotiations by or on behalf of the GNWT or a public body, or

considerations that relate to those negotiations.

The public body has in its submissions to me advised that the records in question are

“numerous spreadsheets and some text documents that cover TSC expenditures and

chargeback revenue....used largely for budgeting purposes”.   They express the opinion
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that the disclosure of the information in question could reveal information related to

contractual or other negotiations.   They do not specify which negotiations might be

affected or how the disclosure of the information might disclose plans, procedures,

criteria or instructions relevant to those negotiations.   Nor do they suggest that the

information was compiled or developed for the purpose of undertaking any manner of

negotiations.

In discussing the equivalent provision of the Alberta Act, the Information and Privacy

Commissioner of Alberta made the following comments in Order 99-013:

For section 23(1)(c) to apply, the disclosure of the information must be

reasonably expected to reveal (i) positions, plans, procedures, criteria or

instructions (“positions”), which have been developed for the purpose of

Government of Alberta’s or the Public Body’s negotiations; or (ii)

considerations that relate to those negotiations. In Order 96-012, I said

that the intent of section 23(1)(c) is to protect information generated

during the decision-making process. 

Keeping in mind that the onus is on the public body to establish that an exception to

disclosure applies, I am not persuaded that the public body has made out its case.  

Firstly, it is clear from the public body’s own submissions that the records in question

were not developed “for the purpose” of contractual negotiations.   They were, instead,

developed for the purpose of determining how to charge back TSC’s services to other

government departments and are largely “budgetary” in nature.    Clearly, the issue is

one of internal budgeting within the Government of the Northwest Territories.  There is

no indication as to how access to this information might be relevant to a private

company seeking to contract with the public body.  There is no indication at all that the

public body might have developed these records “for the purpose of  contractual or

other negotiations”.  
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Secondly, the records do not appear to establish positions, plans, procedures, criteria

or instructions for the purpose of any sort of negotiations, contractual or otherwise.    

Thirdly, the public body has not provided me with any specifics with respect to the

contractual negotiations they feel might be affected.   There do not appear to be any

specific contractual negotiations ongoing or even contemplated.   

I am simply not satisfied, based on the evidence provided by the public body,  that

section 14(1)( c) applies to the records in question.

Section 14(1)(g)

The public body also relies on section 14(1)(g), saying that the disclosure of the

information could be reasonably expected to reveal a pending policy or budgetary

decision.   It is unclear, however, from the public body’s submissions whether they are

protecting a budgetary or a policy decision.    Furthermore, it may well be that by this

time the question is somewhat moot in that by now the “pending” policy or budgetary

decision” has undoubtedly been made as we are well into the 2006/2007 fiscal year.  I

am assuming that the chargeback rate for the fiscal year has long since been set and

applied.   If that is, in fact, the case, then the exception no longer applies and the public

body can no longer rely on this section of the act to justify a refusal to disclose.  

In the unlikely event that this policy decision has not yet been made, I have some

question as to the “reasonable expectation” that these records might reveal a policy or

budgetary decision.  What is the “pending policy decision” or “budgetary decision” which

is being protected?   If it is the method of calculation of the chargeback rates, it seems

reasonably clear that the disclosure of the records in question will not “reveal” any such

thing as, in the words of the public body:
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First, there is no single document or set of documents focusing

specifically on the substantiation of the rates.  What the GNWT does have

are numerous spreadsheets and some text documents that cover TSC

expenditures and chargeback revenue from a much broader perspective. 

They are used largely for budgeting purposes, including numerous

simulations and versions that may never be partially or fully utilized to

make budget decisions or to set TSC chargeback rates.  

And further:

Because much of the data in these documents is raw data that has little

context or meaning except to those who work with it frequently, attempting

to sever information that is being withheld subject to the provisions noted

would be difficult and the remaining unsevered data would not provide the

substantiation that [the Applicant] is seeking

And finally:

At the time of [the Applicant’s] request, there was only a very early and

incomplete draft document related to the chargeback rate review. ....To

date it has focused on describing TSC services, what is specifically

provided for each service and a list of items that should be considered as

chargeable items.  To date, no rates have been computed for these items.

It seems to me, based on these statements, that if the information is disclosed, it might

give some indication of the way in which the decision is being made, but could not be

“reasonably expected to reveal” a pending budgetary or policy decision, or the particular

method used to establish the chargeback rate,  particularly in light of the fact that “no

rates have been computed”.    It is difficult to conclude that the disclosure of these

records might result in the disclosure of a pending policy or budgetary decision.
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Section 17(1) (b)

Most Canadian jurisdictions include in their access and privacy legislation provisions

similar to section 17 of our Act.     I find it useful to review how this provision has been

applied in other jurisdictions.  

In Alberta, the Information and Privacy Commissioner considered their section 24(1)

which is similar to our section 17 in Order 96-013

As this is the first time that I have encountered section 24(1) in an inquiry,

it is necessary to examine its application. I think that section 24(1) is to be

considered the general rule and the information must at least fall within

that part to be severed. Clauses (a) to (d) are specific cases which fall

within the general rule. In other words, to apply this section a public body

must show that the information “could reasonably be expected to harm the

economic interest...or the ability of the Government to manage the

economy”. Evidence may be presented to show that the information falls

within subsections 24(1)(a)-(d). 

This interpretation has also been given to the equivalent section in British Columbia.  In

Order 113-1996, the British Columbia Information and Privacy Commissioner states:

it is not enough for the severed material to fall under the language of

section 17(1)(c) or (d), because in the language of 17(1) itself, disclosure

must also “reasonably be expected to harm the financial or economic

interests” of the School Board. 

In discussing when there might be a “reasonable expectation” of harm to the public

body, decisions in other jurisdictions are consistent in finding that there must be clear

and cogent evidence which points to the harm and there must be a direct link between

the disclosure and the anticipated harm.
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Robert Clark, the then Information and Privacy Commissioner of Alberta, made the

following comments in Order 98-020:

In Order 96-016, I said that, for section 24(1) to apply, there must be a

direct link between the disclosure of the information and the expected

harm. In other words, harm has to result directly from the release of the

particular information. “Ripple-effect” harm is not sufficient. Also, there

must be a reasonable expectation that the harm will occur......

I do not believe that speculative losses, such as the loss of manpower

costs, loss of expected savings, or having to continue to spend money, is

harm to economic interest in this case, as contemplated by section 24(1).

I have said that, to establish “harm”, there must be “damage” or

“detriment”. Such speculative losses are not “damage” or “detriment” to

economic interest. Furthermore, if harm to economic interest were to

include every speculative loss, then section 24(1) could be used in ways

not intended, to withhold a vast array of a public body’s records.

And the Ontario Information and Privacy Commissioner made similar comments in

Order M-460

In order to qualify for exemption under sections 11(c) or (d) of the Act, the

City must successfully demonstrate a clear and direct linkage between the

disclosure of the information contained in the records and the harms

alleged.

In the case of The Workers’ Compensation v. Tom Mitchinson, Assistant Information

and Privacy Commissioner,  (1998), 41 O.R. (3d) 464 (C.A.). the Ontario Court of

Appeal had the opportunity to reconsider an Order made by the Ontario Assistant

Information and Privacy Commissioner who found that the equivalent section of the

Ontario Act required that there be “detailed and convincing” evidence of the expected
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harm which the disclosure of information might result in and not merely a speculation of

possible harm.   Justice Labrosse, for the Court, made the following comments with

respect to the nature of the evidence necessary for the equivalent section of the Ontario

Act to apply.  

Lastly, as to Part 3,  the use of the words "detailed and convincing" do not

modify the interpretation of the exemption or change the standard of

proof.  These words simply describe the quality and cogency of the

evidence required to satisfy the onus of establishing reasonable

expectation of harm.  Similar expressions have been used by the

Supreme Court of Canada to describe the quality of evidence required to

satisfy the burden of proof in civil cases.  If the evidence lacks detail and

is unconvincing, it fails to satisfy the onus and the information would have

to be disclosed.  It was the Commissioner's function to weigh the material. 

Again, it cannot be said that the Commissioner acted unreasonably.  Nor

was it unreasonable for him to conclude that the submissions amounted,

at most, to speculation of possible harm.

In this case, the public body has provided no more than speculation and opinion that

there may be some harm to the public body of a financial nature if this information is

disclosed.  They concede that the disclosure of the information has no potential to harm

the ability of the Government to manage the economy, but they suggest the disclosure

of this information could compromise the competitive process and thereby be

reasonably expected to harm the economic interests of the Government of the

Northwest Territories.  They have not, however, provided any specifics as to the

specific harm that they contemplated or how the disclosure of the records in question

might act to harm the economic interests of the public body.   To say simply that it is the

opinion of the department that harm might occur without providing specifics is simply

not sufficient to meet the onus of establishing that the exemption applies.   The fact that

the Applicant might at some point seek to contract with the public body, without

specifying specific contracts or the way in which the information contained in the
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records might affect the Applicant’s competitive position is simply too speculative for the

section to apply.    If the public body wishes to rely on this section, they must provide

cogent, detailed and convincing evidence that harm would be a direct result of the

disclosure of the information.   They have simply not done so in this case.

Section 20(1)(i) and (k)

The public body has relied on sections 20(1)(i) and (k) to justify the severance of a

number of items from two records which were disclosed to the Applicant.     They have

argued that the information in question reveals “computer configurations and names of

systems of the GNWT”.  They feel that “disclosure of this information could prejudice

the security of the government’s computer system” although, once again, they have not

said why they feel that this is the case or how access to that information might affect

security.   Further, they say that section 20(1)(I) was used to sever portions of

information to protect the government against breach of security or unlawful activity that

could possibly be carried out with access to the severed information.”   They have not

specified what unlawful activity they have contemplated as possible or why they are

concerned about the possibility

As with section 17, there must be something more than a “supposition” or “feeling” that

the information might be used for unlawful purposes in order for the information to fall

under the protection of section 20(1) of the Act.   There has to be some evidence that

there is a “reasonable possibility” that disclosure might either facilitate unlawful activity

or prejudice the security of the computer system.   In this case, as I have no idea what

the severed information is, and the public body has said only that it reveals “computer

configurations” and names of systems.    I will be the first to admit that I am not terribly

knowledgeable about computer systems or computer security systems.    I would have

expected that if the public body were relying on these sections of the act, they would

provide a detailed explanation as to how the information might be used .   There is

nothing to suggest what kind of unlawful activity might be contemplated by the public
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body.   Nor is there anything specific to suggest how the security of the computer

system might be affected by the disclosure of the information.    

Again, the onus is on the public body to provide the evidence and background

necessary to justify the application of an exemption.  The concerns that the public body

may have have not been well articulated or supported and I cannot find that the public

body, in this case, has established the facts necessary for the application of either

section 20(1)(I) or 20(1)(k).   Although there may well be genuine and real concerns

about the security of the system, the public body has not provided sufficient cogent

evidence of that fact or even any real suggestion as to how security might be harmed

so that I can reach that conclusion.

CONCLUSIONS AND RECOMMENDATIONS

 

Based on the above, I recommend that the public body disclose all of the records

responsive to the Applicant’s Request for Information as they have not met the onus

imposed on them by sections 33, 14, 17 or 20 to show with detailed and convincing

evidence that there is a reasonable expectation of any of the results outlined in those

sections.

Elaine Keenan Bengts
NWT Information and Privacy Commissioner 


